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MAP IT

Madhya Pradesh Agency for Promotion of Information Technology
(A CERT-In empaneled Org. under Dept. of Science & Technology, Govt. of MP)

State IT Center
47-A, Arera Hills, Bhopal-462OLL

Phone : +9L-7 55-25787 t0 | Fax: +9 L-7 55-257 9824

Website:www.mapit.gov,inlEmail:security.audit@mapit.gov.in .',

Certificate for Website Security Audit

Department: Depaftment of Agriculture, Cop & Farmers Welfare, GoI

Website Name: Directorate of Pulses Development (DPD) Website

hfrp: / / LO. 13 1.5. 106/ pulses

Production URL: hftpt/ /pulsesonline.dpd.gov.in

Software Build Number: 2O19 Version 1.O

Software Build Date: Jan 2019 ,. : :

Audit Performed by: MAPIT' Secu.rity,Testing Team

Testing Start Date: 3oth August 2018

Testing End Date: 22th February 2019

Observation: The above site has undergone Security Audit and has been certified to be
safe from vulnerabilities as per OWASP Top 10-2017 compliance. A temporary testing URL

was provided to execute the security audit.

Conclusion: The website was tested for OWASP Top 10-2017 vulnerabilities. The site is
free from OWASP Top 10-2017 vulnerabilities and is found safe for web hosting.

Recommendations:-

1, Website may be considered safe for hosting with Read only permission,

2. SSL/HTTPS deployment is recommended so that confidentiality, integrity and non-
repudiation of the transactions for the application are ensured;,, '

3. Write permission should be granted only on the folder where the files are to be uploaded.

4. Web Server and OS Level hardening need to be in place for the production server.

Note: The ceftificate is valid till no additional changes in the dynamic content or source
code carried out or one year from the date of issue whichever is earlier.

Testing URL:

For MAP IT
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Date of issue: ..$.i.'.. March, 2019
Certificate No: MAPIT /COESA/ 126
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